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98TH CoNeress | HOUSE OF REPRESENTATIVES { Repr. 98-
18t Session 4923 Part 1

SMALL BUSINESS COMPUTER CRIME PREVENTION ACT

OctoBeR 20, 1983.—Ordered to be printed

Mr. MrrcreLL, from the Committee on Small Business,
submitted the following

REPORT

[To accompany H.R. 8075 which on May 19, 1983, was jointly referred to the
Committee on Small Business and the Committee on the Judiciary)

[Including cost estimate of the Congressional Budget Office]

The Committee on Small Business, to whom was referred the bill
(H.R. 3075) to amend the Small Business Act to establish a Small
Business Computer Crime and Security Task Force, and for other
purposes, having considered the same, report favorably thereon with
an amendment and recommend that the bill as amended do pass.

The amendment is as follows:

Strike out all after the enacting clause and insert in lieu thereof
the following:

SHORT TITLE

Secrion 1. This Act may be cited as the “Small Business Computer Crime
Prevention Act”.
FINDINGS AND PURPOSES

Skoc. 2. (a) The Congress hereby finds that—

(1) there is an increased dependency on, and proliferation of, information
technology (including computers, data networks, and other communication
devices) in the small business community ; .

(2) such technology has permitted and expanded criminal activity against
small business concerns ; and

(3) small business concerns are not always able to protect their informa-
tion technology from computer eriminals.

(b) The purposes of this Act are—

(1) to improve the management by small business concerns of their infor-
mation technology ; and

(2) to encourage small business concerns to protect such technology from
criminal activity.

COMPUTER CRIME AND SECURITY TASK FORCE

Seo. 3. Section 4(b) of the Small Business Act (15 U.S.C. 633(b)) is amended
by adding at the end thereof the following new paragraph:

“(8) (A) The Administrator shall, not later than 60 days after the effective
date of this paragraph, establish a task force to be known as the ‘Small Business
Computer Crime and Security Task Force’.
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“(B) The Task Force shall consist of the following members :

“(i) an employee of the Small Business Administration, appointed by
the Administrator;

“(ii) an employee of the Institute for Computer Sciences and Technology
of the Department of Commerce, appointed by the Secretary of Commerce ;

“(iii) an employee of the Department of Justice, appointed by the Attor-
ney General ;

“(iv) an employee of the Department of Defense, appointed by the Secre-
tary of Defense;

“(v) one individual, appointed by the Administrator, who is representative
of the interests of the providers of computer hardware to small business
concerns ; .

“(vi) one individual, appointed by the Administrator, who is representa-
tive of the interests of the providers of computer software to small business
concerns ;

“(vii) one individual, appointed by the Administrator, who is representa-
tive of the interests of the providers of insurance to small business concerns;

“(viii) one individual, appointed by the Administrator, who is representa-
tive of the interests of the providers of computer security equipment and
services to small business concerns;

“(ix) one individual, appointed by the Administrator, who is representa-
tive of the interests of associations of small business concerns, other than
small business concerns engaging in any of the activities described in
clauses (v) through (viii) ; and

“(x) such additional qualified individuals, appointed by the Administra-
tor, as the Administrator determines to be appropriate.

“(C) It shall be the function of the Task Force—

“(1) to define the nature and scope of computer crimes committed against
small business concerns;

“(il) to ascertain the effectiveness of State legislation, and available
security equipment, in preventing computer crimes against small business
concerns ;

“(iii) in cooperation with the National Bureau of Standards, to develop
guidelines to assist small business concerns in evaluating the security of
computer systems; and

“(vi) to make recommendations to the Administrator with respect to
the appropriate activities of the resource center established under para-
graph (4).

“(D) The Administrator shall designate one of the members of the Task
Force as its chairperson. The Task Force shall meet not less than once during
6-month period following the effective date of this paragraph, at the call of
its chairperson. A majority of the members of the Task Force shall constitute
a quorum.

“(E) Each member of the Task Force shall serve without additional pay,
allowances, or benefits by reason of such service. To the extent and in the
amounts provided in advance in appropriations Acts, each such member shall
be reimbursed for actual expenses, including travel expenses, determined by
the Administrator to have been reasonably incurred in the course of performing
the functions vested in the Task Force.

“(F) The Administrator shall provide the Task Force with such staff and
office facilities as the Administrator, following consultation with the Task Force,
considers necessary to permit the Task Force to carry out its functions under
this paragraph.

“(G) The Task Force may secure directly from any Federal agency informa-
tion necessary to enable the Task Force to carry out its functions under this
paragraph. Upon request of the chairperson of the Task Force, the head of such
agency shall furnish such information to the Task Force.

“(H) Not later than 18 months after the effective date of this paragraph, the
Task Force shall submit to the President, the Administrator, and the Congress
a detailed report setting forth the findings of the Task Force with respect to
the matters described in subparagraph (C) and containing such recommenda-
tions as the Task Force determines to be appropriate.

“(I) The Task Force shall terminate not later than 30 days after the sub-
mission of its report under subparagraph (H).
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“(J) For purposes of this paragraph and paragraph (4)—

“(i) the term ‘computer crime’ means—

“(I) any crime committed against a small business concern by means
of the use of a computer; and

“(II) any crime involving the illegal use of, or tampering with, a
computer owned or utilized by a small business concern; and
“(ii) the term ‘Task Force’ means the Small Business Computer Crime
and Security Task Force established under subparagraph (A).”.

COMPUTER CRIME AND SECURITY INFORMATION

SEc. 4. Section 4(b) of the Small Business Act (15 U.8.C. 638(b)), as
amended in section 8 of this Act, is amended by adding at the end thereof the
following new paragraph:

“(4) (A) The Administrator shall—

“(i) provide to small business concerns information regarding—
“(I) computer crimes committed against small business concerns; and
“(II) security for computers owned or utilized by small business
concerns; and
“(ii) provide for periodic regional forums for small business concerns
to improve the exchange of information regarding the matters described in
clause (i).

“(B) Not later than 60 days after receipt of the report of the Task Force
under paragraph (3) (H), the Administrator shall establish as part of the
Small Business Administration a resource center that will carry out the func-
tions of the Administrator under subparagraph (A) (i).”.

Tuae Purrose oF THE B

The purpose of the bill is to provide small businesses with informa-
tion to help improve the management of their information technology,
and to protect such technology from the criminal activity.

INTRODUCTION AND BACKGROUND

The use of computers by business has expanded rapidly over the last
decade. As the cost and size of computer systems has diminished, their
use by small business has multiplied. Along with the increased use
of information systems has come the increased abuse of the new tech-
nology for criminal purposes. Small businesses are particularly vul-
nerable to computer crimes because of a lack of resources, skills and in-
formation necessary to adequately protect their system from com-
puter criminals

H.R. 3075, introduced by Mr. Wyden on May 19, 1983, is designed
to provide small businesses with the information necessary to evaluate
and improve their computer security.

Your Subcommittee on Antitrust and Restraint of Trade Activities
Affecting Small Business held a hearing on the legislation on July 14,
1983, in Washington, D.C. Testifying in support of the bill were a
representative of the computer software industry, a law enforcement
official, authorities on computer crime, and a small businessman whose
business had been victimized by a computer crime.

The legislation was considered by the Subcommittee on September
15, 1983. An amendment in the nature of a substitute, offered by Mr.
Luken, was accepted by unanimous voice vote. The amendment incor-
porated several cost saving changes suggested by witnesses at the hear-
ing and through informal discussions by the Members. No additional
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amendments were offered, and the bill was reported as amended to the
full committee by unanimous voice vote.

As the use of computers has grown, so has the incidence of computer
crime. Estimates of the losses in the private sector are as high as $1
billion annually, although accurately estimating losses is nearly im-
possible for several reasons. Victims are often reluctant to report
crimes for fear of bad publicity. Also, computer crime statistics are
reported, not as “computer crimes”, but as ordinary white-collar crime
(fraud, theft, embezzlement, etc.) This makes compilation of accurate
computer crime statistics a very difficult, if not impossible, task.

Often, computer crimes are new ways of committing old crimes,
Some of the more common types of computer crime are : theft of mer-
chandise or property through the use of a computer, unauthorized use
of someone else’s computer, the theft, copyright infringement, or un-
authorized destruction or alteration of computer stored information
or programs, and financial crimes such as directing payments to phony
suppliers or employees.

Your Subcommittee heard about one incident in which a family
money order business lost over $100,000 because an employee was able
toduse his knowledge of computers to create and cash phony money
orders.

Small businesses are often more vulnerable to computer crimes than
large businesses. Large businesses can have elaborate security proce-
dures, and extensive internal and external auditing. Thus, computer
crimes can often be detected relatively quickly. Quick detecting, to-
gether with contingency planning and good insurance, keep the cost of
computer crime for large businesses relatively low.

Small businesses suffer from a number of disadvantages. They often
lack the resources, or do not recognize the need for implementing com-
puter security safeguards. They often cannot afford to hire security
consultants. In addition, small businesses lack the in-house expertise
to investigate computer crimes. Management may also lack the exper-
tise to properly oversee a company’s computer operations, thereby
giving the programmer or operator a virtual free-hand. Some sales-
men may not inform customers of the vulnerabilities of their computer
1r'ellaited products in an effort to present those products in a favorable
1ght.

After a computer crime is committed, the small businessman may
not be able to rely on the criminal justice system for help. Law enforce-
ment agencies at all levels are unprepared to meet the challenge of the
computer crime problem. The judicial system is equally unprepared
for this challenge. Law enforcement officials encourage the preventive
approach which costs far less than the long investigation, complex
prosecution, and incarceration involved in a successfully prosecuted
case, .

However, most computer crimes never reach the prosecution state.
Crimes using computers are among the most difficult to detect, and
many of these crimes go undiscovered.

Two forces are emerging to encourage small business owners to pay
closer attention to compater security concerns. The first is the insur-
ance industry, which is starting to vary premiums based on the amount
of the insured’s computer security, and the second is the growing
computer security products industry. Current government research on
computer security is directed‘primarily towards federal agencies. The
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Task Force computer security guidelines, and the SBA sponsored
forums and resource center called for in H.R. 3075 are designed to
both educate and increase the awareness of the small businessperson to
computer security problems.

WaaTt tHE B Wourp Do

The bill, H.R. 3075, contains Congressional findings that there is an
increased dependency on information technology, including com-
puters, in the small business community; that such technology has
permitted and expanded criminal activity against small businesses;
and that small businesses are not always able to protect their informa-
tion technology from computer crime.

The bill’s stated purposes are to improve small businesses manage-
ment of their information technology and protect it from criminal
activity.

1. ESTABLISHMENT OF TASK FORCE

The bill would direct the Administrator of the Small Business
Administration, within sixty days, to establish a “Small Business
Computer Crime and Security Task Force”. The Task Force would
consist of an employee of each of the following four departments who
would be named by the Department head : the Small Business Admin-
istration, the Institute for Computer Sciences and Technology of the
Department of Commerce, the Department of Justice and the Depart-
ment of Defense ; it would also consist of five other members, appointed
by the Administrator of SBA, and who would be representative of
each of the following groups: the providers of computer hardware to
small business, the providers of computer software to small business,
the providers of insurance to small business, the providers of computer
security equipment and services to small business, and the general

- associations of small business concerns. In addition, the Administrator
would be authorized to appoint such other members to the Task Force
as he deemed appropriate.

II. FUNCTION OF TASK FORCE

The function of the Task Force would be to define the nature and
scope of computer crimes committed against small business; to ascer-
tain the effectiveness of state legislation and available security equip-
ment in preventing computer crimes against small businesses; in coop-
eration with the National Bureau of Standards, to develop guidelines
to assist small businesses in evaluating the security of computer sys-
tems; and to recommend to the Administrator appropriate activities
of an on-oing resource center to assist small business in combatting
computer crime.

Within eighteen months, the Task Force would submit a report to
the President, the Administrator and the Congress, and would cease
to exist thirty days after submission of the report.

III. RESOURCE CENTER

Not later than sixty days of receipt of the Task Force report, the Ad-
ministrator of the SBA would be required to establish a Resource
Center which would provide to small businesses information regarding
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computer crimes and security for computers. The Administrator would
also be directed to provide for periodic regional forums for small busi-
nesses to improve the exchange of information regarding these matters.

Your committee intends that the SBA will utilize its current re-
sources to immediately make available computer security information
to small businesses while awaiting the report of the Task Force.

IV, CONCLUSION

Your committee believes that the bill, H.R. 3075, the Small Business
Computer Crime Prevention Act, is an inexpensive, common sense
response to the growing problem of computer crime against small
business.

This bill will enable small concerns to better evaluate the security
of their computer systems so that the losses due to crimes committed by
computer can be minimized.

Marrers REQuirep To Be Discussep Unper House RULEs

In compliance with clause 2(1) (2) of rule XTI of the House of Rep-
resentatives, the following statement is made relative to the vote on
the motion to report H.R. 3075 :

A majority of the committee voted in person and was actually
present and the motion was approved by a recorded vote of 30 ayes
and no nays.

In compliance with clause 2(1) (8) of rule XI of the Rules of the
House of Representatives, the following statements are made:

With regard to subdivision (A), relating to oversight findings, the
committee finds, in keeping with clause 2(b) (1) of rule X, that this
legislation is in full compliance with the provision of this rule of the
House which states: '

In addition, each such committee shall review and study
any conditions or circumferences which may indicate the
necessity or desirability of enacting new or additional legis-
lation within the jurisdiction of that committee. * * *

With regard to subdivision (B), relating to the statement required
by section 808(a) of the Congressional Budget Act of 1974, the fol-
lowing statement is made relative to the legislation :

Section 3(a)(2) of the Congressional Budget Act defines
the term “tax expenditures” as those revenue losses attrib-
utable to provisions of the Federal tax laws which allow a
special exclusion, exemption, or deduction, from gross income
or which provide a special credit, a preferential rate of tax,
or a deferral of tax liability.

None of the provisions of H.R. 3075 deals with taxation and thus,
in your committee’s opinion, this bill does not provide new or in-
creased tax expenditures.

Section 3(a) (2) of the Congressional Budget Act defined the term
“budget authority” as authority provided by law to enter into obliga-
tions which will result in immediate or future outlays involving Gov-
ernment funds.
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Under this definition, it is the final action of Congress that au-
thorizes an agency to enter into obligations which constitutes new
budget authority. In those cases which entail (1) an authorization for
an agency to undertake a program; (2) an authorization for appro-
priation of funds to permit that agency to enter into obligations; and
(3) an actual appropriation of such funds, it would be only the final
action of Congress 1n appropriating funds which constitutes the
budget authority.

one of the provisions of H.R. 8075 appropriates funds and thus,
in your committee’s opinion, the bill does not provide new budget
authority. Accordingly, no comparison of budget authority, outlays
or tax expenditures or 5-year projections have been made.

With regard to subdivisions (C) and (D), the cost estimate of the
Director of the Congressional Budget Office relative to H.R. 8075

follows:
U.S. ConNcress,
ConoeressioNAL BupGer OFFICE,
Washington, D.C., October 13, 1983.
Hon. ParreN J. MITCHELL,
Chairman, Committee on Small Business, U.S. House of Representa-
tives, Washington, D.C.

Dear Mr. CaHalrMAN : Pursuant to Section 403 of the Congressional
Budget Act of 1974, the Congressional Budget Office has reviewed
H.R. 3075, the Small Business Computer Crime Prevention Act, as
grdered reported by the House Committee on Small Business, Octo-

er 4, 1983. ,

H.R. 3075 would establish a Small Business Computer Crime and
Security Task Force, composed of representatives from the federal
government and the private sector. The task force, under the direction
of the Administrator of the Small Business Administration (SBA),
would be required to report within 18 months to the President and
the Congress regarding its findings and recommendations on com-
puter crimes and security. The SBA would be required to provide
necessary support staff and office facilities. Task force members would
serve without pay, but would be reimbursed for actual expenses, in-
cluding travel. Based on information provided by the SBA, and as-
suming a date of enactment around January 1, 1984, it is estimated
that the cost of the task force would be approximately $60,000 in each
of the fiscal years 1984 and 1985. The estimated cost could be some-
what more or less, depending upon the number and location of meet-
ings, as well as the scope of the annual report.

In addition, H.R. 3075 would require the SBA, upon completion of
the report of the task force, to establish a resource center within SBA
to provide small businesses information regarding computer crimes
and safety. Although the organizational structure of the proposed re-
source center is not clear at this time, according to information from
the SBA it is expected that approximately $100,000 annually, begin-
ning in fiscal year 1986, would be required to implement this pro-
vision.

Enactment of this bill would not affect the budget of state and local
governments.
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Should the Committee so desire, we would be pleased to provide
further details on this estimate.
Sincerely,
Ruvoren G. PENNER,
Director.

No oversight findings or recommendations have been made by the
Committee on Government Operations with respect to the subject
matter contained in H.R. 3075.

In compliance with clause 2(1) (4) the committee concludes that the
provisions of this legislation in and of themselves will have no infla-
tionary impact on prices and costs in the operation of the national
economy.

In compliance with clause 7, rule XIII of the House of Representa-
tives, the committee makes the following statement :

The costs attributable to this biil for the current fiscal year and for
fiscal years 1985-89 are as follows: I{ is expected that the Task Force
will exist for two years at a cost of some $60,000 per year. At that time,
the on-going costs are estimated at some $100,000 per year to dissemi-
nate information to the small business community. Thus, the commit-
tee estimates the cost of the bill at approximately $500,000. No new
or additional authorization or appropriation is being provided and it
%;,S (fiully expected that the costs will be paid from the SBA’s overall

udget.

No cost estimate was submitted by any Government agency on H.R.
3075 to your committee.

In your committee’s opinion, the above statements fully comply with
the Rules of the House of Representatives.

SECTION-BY-SECTION A NALYSIS

Section 1 provides that this Act may be cited as the “Small Business
Computer Crime Prevention Act”.
Section 2(a) includes Congressional findings that :

(1) there is an increased dependency on, and proliferation of,
information technology (including computers, data networks, and
other communication devices) in the small business community ;

(2) such technology has permitted and expanded criminal ac-
tivity against small business concerns; and

(8) small business concerns are not always able to protect their
information technology from computer criminals.

Section 2(b) states that the purposes of the Act are:

(1) to 1mprove the management by small business concerns of
their information technology ; and

(2) to encourage small business concerns to protect such tech-
nology from criminal activity.

Section 3 amends section 4 (b) of the Small Business Act by adding
a new paragraph requiring the Administrator of SBA, within sixty
days, to establish a Task Force to be known as the “Small Business
Computer Crime and Security Task Force.”

The new section 4(b) (3) (B) would designate membership on the
Task Force as follows:
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(i) an employee of the Small Business Administration, ap-
pointed by the Administrator;

(ii) an  employee of the Institute for Computer Sciences and
Technology of the Department of Commerce, appointed by the
Secretary of Commerce;

(iii) an employee of the Department of Justice, appointed by
the Attorney General;

(iv) an employee of the Department of Defense, appointed by
the Secretary of Defense; ;

(v) one individual, appointed by the Administrator, who is
representative of the interests of the providers of computer hard-
ware to small business concerns;

(vi) one individual, appointed by the Administrator, who is
representative of the interests of the providers of computer soft-
ware to small business concerns;

(vii) one individual, appointed by the Administrator, who is
representative of the interests of the providers of insurance to
small business concerns;

(viii) one individual, appointed by the Administrator, who is
representative of the interests of the providers of computer secu-
rity equipment and services to small business concerns;

(ix) one individual, appointed by the Administrator, who is
representative of the interests of the associations of small business
concerns, other than small business concerns engaging in any of
the activities described in clauses (v) through (viii); and

(x) such additional qualified individuals, ap ointed by the
Administrator, as the Administrator determines to be ap ropriate.

The new 4(b) (3) (C) would provide that it is the function of the
Task Force:

(i) to define the nature and scope of computer crimes commit-
ted against small business concerns;

(ii) to ascertain the effectiveness of State legislation, and avail-
able security equipment, in preventing computer crimes against
small business concerns;

(iii) in cooperation with the National Bureau of Standards, to
develop guidelines to assist small business concerns in evaluating
the security of computer systems; and

(iv) to make recommendations to the Administrator with re-
spect to the appropriate activities of the resource center estab-
lished under paragraph (4).

The new 4(b) (3) (D) requires the Administrator to designate one
of the members of the Task Force as its chairperson. The Task Force
would be required to meet not less than once during every six-month
period, at the call of the chairperson, with a majority of the members
constituting a quorum.

The new 4(b) (3) (E) provides the Task Force members will serve
without additional pay, but would be reimbursed for actual expenses
reasonably incurre(f

The new 4(b) (3) (F) requires the Administrator to provide the
Task Force with staff and office facilities.

The new 4(b) (3) (G) authorizes the Task Force to secure informa-
tion from any Federal agency.
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The new 4(b)(3) (H) requires the Task Force, within eighteen
months, to submit to the President, the Administrator and the Con-
gress a detailed report on the findings of the Task Force as described
in the new subparagraph (C) and such recommendations as it deter-
mines to be appropriate.

The new 4(b)(3)(I) terminates the Task Force not later than
thirty days after submission of its report.

The new 4(b) (3) (J) contains definitions as follows:

(i) the term “computer crime” means—
(I) any crime committed against a small business concern
by means of the use of a computer; and
(II) any crime involving the illegal use of, or tampering
with, a computer owned or utilized by a small business con-
cern; and
(ii) the term “Task Force” means the Small Business Com-
puter Crime and Security Task Force established under subpara-
raph (A).

Se%tio% 4 (fm?ther amends section 4 (b) of the Small Business Act by
adding a new paragraph (4)(A) which requires the Administrator
of SBA to:

(1) provide to small business concerns information regarding :
(I) computer crimes committed against small business concerns;
and (IT) security for computers owned or utilized by small busi-
ness concerns; and

(i) provide for periodic regional forums for small business
concerns to improve the exchange of information regarding the
matters described in clause (i).

The new Section 4(b) (4) (B) requires the Administrator, within
sixty days after receipt of the Task Force report, to establish a
Resource Center that will carry out the functions of the Administrator
under sectior: 4 (b) (4) (A) (i).

Crawees 1n ExistiNe Law MADpE BY THE BiLr, As RerorTED

In compliance with clause 3 of Rule XITI of the Rules of the House
of Representatives, changes in existing law made by the bill, as re-
ported, are shown as follows (new matter is printed in italic, existing
law in which no change is proposed is shown in roman) :

SecTION 4 OF THE SMALL BuUsiNess Acr

Skc. 4. (2) In order to carry out the policies of this Act there is
hereby created an agency under the name “Small Business Adminis-
tration” (herein referred to as the Administration), which Adminis-
tration shall be under the general direction and supervision of the
President and shall not be affiliated with or be within any other agency
or department of the Federal Government. The principal office of
the Administration shall be located in the District of Columbia. The
Administration may establish such branch and regional offices in other
places in the United States as may be determined by the Administra-
tor of the Administration. As used in this Act, the term “United
States” includes the several States, the Territories and possessions of
the United States, the Commonwealth of Puerto Rico, the Trust Terri-
tory of the Pacific Islands, and the District of Columbia.
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(b) (1) The management of the Administration shall be vested in
an Administrator w%‘:) shall be appointed from civilian life by the
President, by and with the advice and consent of the Senate, and
who shall be a person of outstanding qualifications known to be
familiar and sympathetic with small-business needs and problems.
The Administrator shall not engage in any other business, vocation, or
employment than that of serving as Administrator. In carrying out the

rograms administered by the Small Business Administration includ-
ing its lending and guaranteeing functions, the Administrator shall
not discriminate on t%: basis of sex or marital status against any per-
<on or small business concern applying for or receiving assistance from
the Small Business Administration, and the Small Business Adminis-
tration shall give special consideration to veterans of the Armed Forces
of the United States and their survivors or dependents. The Adminis-
tration is authorized to appoint a Deputy Administrator and four
Associate Administrators (including the Associate Administrator
specified in section 201 of the Small Business Investment Act of 1958)
to assist in the execution of the functions vested in the Administration.’
One of the Associate Administrators shall be designated at the time
of his appointment as the Associate Administrator for Minority Small
Business and Capitol Ownership Development and shall be responsible
to the Administrator for the formulation and execution of the policies
and programs under sections 7(j) and 8(a) of this Act which provide
assistance to minority small business concerns.

(2) The Administrator also shall be responsible for—

(A) establishing and maintaining an external small business
economic data base for the purpose of providing the Congress and
the Administration information on the economic condition and
the expansion or contraction of the small business sector. To that
end, the Administrator shall publish on a regular basis national
small business economic indices and, to the extent feasible,
regional small business economic indices, which shall include,
but need not be limited to, data on—

(i) employment, layoffs, and new hires;

(i1) number of business establishments and the types of
such establishments such as sole proprietorships, corpora-
tions, and partnerships;

(ii1) number of business formations and failures;

iv) sales and new orders;
v) back orders;

(v1) investment in plant and equipment;

(vil) changes in inveantory and rate of inventory turnover;

(viil) sources and amounts of capital investment, includ-
ing debt, equity, and internally generated funds;

ix) debt to equity ratios;

x) exports;

x1) number and dollar amount of mergers and acquisi-
tions by size of acquiring and acquired firm; and

(xii) concentration ratios; and

_(B) publishing annually a report giving a comparative analy-
sis and interpretation of the historical trends of the small
business sector as reflected by the data acquired pursuant to
subparagraph (A) of this subsection. ‘
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(3) (A) The Administrator shall, not later than 60 days after the
effective date of this paragraph, establish a task force to be known as
the “Small Business Computer Crime and Security Task Force”.

(B) The Task Force shall consist of the following members :

i) an employee of the Small Business Administration, ap-
pownted by the Administrator;

(%) an employee of the Institute for Computer Sciences and
T'echnology of the Department of Commerce, appointed by the
Secretary of Commerce;

(¢) an employee of the Department of Justice, appointed by
the Attorney General;

(tv) an employee of the Department of Defense, appointed by
the Secretary of Defense;

(v) one individual, appointed by the Administrator, who is rep-
resentative of the interests of the providers of computer hardware
to small business concerns

(vi) ome individual appointed, by the Administrator, who is
representative of the interests of the providers of computer soft-
ware to small business concerns;

(vit) ome individual, appointed by the Administrator, who is
representative of the interests of the providers of insurance to
small business concerns;

(vii2) one z'miz’m’dual’, appointed by the Administrator, who is
representative of the interests of the providers of computer secu-
rity equipment and services to small business concerns;

(@) one individual, appointed by the Administrator, who is
representative of the interests of associations of small business
concerns, other than small business concerns engaging in any of
the activities described in clauses (v) through (viet) ; and

(@) such additional qualified individuals, appointed by the Ad-
ministrator, as the Administrator determines to be appropriate.

(C) 1t shall be the function of the Task Force—

(2) to define the nature and scope of computer crimes com-
mitted against small business concerns:

(22) 2o ascertain the effectiveness of State legislation, and avail-
able security equipment, in preventing computer crimes against
small business concerns;

(2¢¢) in cooperation with the National Bureau of Standards, to
develop guidelines to assist small business concerns in evaluating
the security of computer systems; and

(i) to make recommendations to the Administrator with re-
spect to the appropriate activities of the resource center estab-
lished under paragraph (4}).

(D) The Administrator shall designate one of the members of the
Task Force as its chairperson. The Task Force shall meet not less than
once during each 6-month period following the effective date of this
paragraph, at the call of its chairperson. A majority of the members
of the Task Force shall constitute a quorum.

(E) Each member of the Task Force shall serve without additional
pay, allowances, or benefits by reason of such service. To the extent
and in the amounts provided in advance in appropriations Acts, each
such member shall be reimbursed for actual expenses, including travel
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expenses, determined by the Administrator to have been reasonabl
%zmrred in the course of performing the functions vested in the Tas
orce.

(F) The Administrator shall provide the Task F orce with such staff
and office facilities as the Administrator, following consultation with
the Task Force, considers necessary to permit the Task Force to carry
out its functions wnder this paragraph.

(G) The Task Force may secure directly from any Federal agency
information necessary to enable the Task Force to carry out its func-
tions under this paragraph. Upon request of the chairperson of the
Task Force, the head of such agency shall furnish such information to
the Task Force.

(H) Not later than 18 months after the effective date of this para-
graph, the Task Force shall submit to the President, the Administra-
tor, and the Congress a detailed report setting forth the findings of
the Task Force with respect to the matters described in subparagraph
(C) and containing such recommendations as the Task Force deter-
mines to be appropriate.

(I) The Task Force shall terminate not later than 30 days after the
submission of its report under subparagraph (H).

(J) For purposes of this paragraph and paragraph (4)—

(i) the term “computer crime” means—
(I) any crime committed against a small business concern
by means of the use of a computer; and
(IT) any crime involving the illegal use of, or tampering
with, a computer owned or utilized by a small business con-
cern; and
(ii) the term “Task Force” means the Small Business Com-
puter Crime and Security Task Force established under subpara-
graph (A).
(4) (A) The Administrator shall—
(i) provide to small business concerns information regarding—
(I) computer crimes committed against small business
concerns; and
(IT) security for computers owned or utilized by small
business concerns; and
(ii) provide for periodic regional forums for small business
concerns to improve the exchange of information regarding the
matters described in clause (i).

(B) Not later than 60 days after receipt of the report of the Task
Force under paragraph (3) (H). the Administrator shall establish as
part of the Small Business Administration a resource center that will
carry out the functions of the Administrator under subparagraph
(A)(3).

*

* * L4 * L *

O
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and the great winter at Valley Forge
were only months away. John Adams
wrote:

I have spent an hour this morning in the
congregation of the dead. I took a walk in
the “Potter’s Field” (a burying place be-
tween the new stone prison and the hospi-
tal) and I never in my whole life was s0 af-
fected with melancholy. The graves of the
soldiers who have been buried in this
ground from the hospital to the bettering-
house during the course of the last summer,
fall, and winter, dead of the small-pox and
cause-diseases are enough to make the heart
of & stone to melt away. The sexton told me
that upwards of 2,000 soldiers had been
buried there; and by appearance of the
grass and trenches, it is most probable that
he speak within bounds.

The Potter’s Field of which Adams
wrote is now Washington Square, and
the soldiers who died of illness and
wounds were from Washington’s Army
brought to Philadelphia following the
heavy fighting in New Jersey.

Washington is as old as Philadelphia
itself; and yet, it has enjoyed more ob-
scurity than celebrated attention. In
1815, it was turned into a park, and
trees were planted by the French bota-
nist, Francois Andre Michaux. In 1825,
the city commissioners renamed it
Washington Square, and a movement
ensued to erect a memorial in the
square to Washington. Money was col-

.lected in 1833 and a cornerstone for
the memorial was laid in the center of
the square.

Washington Square received brief
notoriety in 1870 when it was proposed
that the new city hall should be erect-
ed either on Washington Square or
Penn Square. Penn Square was select-
ed by ballot vote and Washington
Square became, once again, a remote
site of little-known historical signifi-
cance,

In 1915, local residents initiated an-
other movement to improve the
square. A census of trees taken by bo-
tanical scholars in Washington Square
showed that there were some 104 va-
rieties, many of which are rare to
Philadelphia. Still, the movement was
not sustained for Washington Square’s
restoration.

Finally, in 1952, plans were made for
the creation of the memorial to the
unknown soldiers of the American
Revolution, and the park has been
maintained by concerned Philadel-
phians since that time. Today, the na-
tional recogniticn which Washington
Square deserves can best be achieved
with passage of this bill to include it
within Independence National Histori-
cal Park.

My bill, a companion to House legis-
lation Introduced by Congressman
ToM FOGLIETTA, would provide that
ownership of Washington Square be
retained by the Fairmount Park Com-
mission. The Fairmount Park Commis-
sion would retain full review powers
over the use of Washington Square as
well as over any significant restoration
or change of design s0 as to avoid any
diminution in the commission’s tradi-
tional oversight responsibilities. Fur-
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ther, it would expand the memorial
honoring the unknown soldiers of the
War for American Independence.
Lastly, the bill would authorize fund-
ing for the National Park Service to
properly maintain the -square for the
benefit of the visitors each year.

Total cost requirements to bring the
area up to the physical and esthetic
standards of Independence National
Historical Park are estimated at
$2,243,725. The cost includes repairs
and rehabilitation of benches, walks,
utilities, irrigation, and maintenance.
The amount of annual operating costs,
including security and personnel, is es-
timated at $153,400.

On July 23, 1983, the House Interior
and Insular Affairs Subcommittee on
Public Lands and National Parks held
hearings in Philadelphia where Con-
gressman FOGLIETTA and others testi-
fied regarding the need for this legisla-
tion. Further hearings are scheduled
and I urge the Senate to address this
matter in the near future.

Mr. President, I ask unanimous con-
sent that the text of the bill be print-
ed in the RECORD.

There being no objection, the bill
w ordered to be printed in the
RECORD, as follows:

. S. 1919

Be it enacted by the Senate and House of
Representatives of the United States of
America in Congress assembdled, That the
Act entitled “An Act to provide for the es-
tablishment of the Independence National
Historical Park, and for other purposes”,
approved June 28, 1948 (62 Stat. 1061; 16
U.S.C. 407m et seq.), is amended by adding
tl;e following new section at the end there-

“Skc. 8. (a) The area known as ‘Washing-
ton Square’ (bounded generally by Walnut
Street on the northside, Sixth Street on the
eastside, and the intersecting streets named
‘Washington Square’ on the westside and
southside) is hereby included within the
Independence National Historical Park,
Philadelphia, Pennsylvania.

. “(b) The Secretary of the Interior is au-
thorized to enter into a cooperative agree-
ment with the city of Philadelphia (a¢ting
through its designated agency, the Fair-
mount Park Commission) under which—

“(1) the Secretary may occupy the Wash-
ington Square area included in the park
under subsection (a) for the purpose of pre-
serving, exhibiting, and interpreting the
Square’s historical significance to the
American people; .

“(2) the Secretary shall have responsibili-
ty for the care and maintenance of such
area including any memorial, monument, or
display placed in such areaJor historical or
educational purposes; )

‘“(3) the Secretary shall be prohibited
from subletting or assigning to another
person or organization any part of the
Washington Square area without prior ap-
pr(;va.l in writing by the clt'y of Philadel-
phia;

‘“(4) the Secretary will operat,e and main-
tain the Washington Square area (including
all monuments and exhibits in the area) and
make all repairs thereto, including repairs
necessary by reason of ordinary wear and
tear; and undertake such work and restora-
tion or major alteration as may be agreed to
with the city of Philadelphia;

“(5) the Secretary will apply such reason-
able rules and regulations as are necessary
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to perform his functions properly, and will
exercise reasonable care to prevent damage
to, or the destruction of, any part of the
grounds or the memorials, monuments, and

'exhibits located in the Washington Square
‘area, and provide public access to the
.grounds and monuments, memorials, and

exhibits at all reasonable times; and

‘“(8) neither party to such cooperative
agreement will erect or place, or permit the
erection or emplacement of any monument,
marker, tablet, or other memorial upon the
grounds without the written consent of the
other party.

Notwithstanding any other provision of this
Act, ownership of the Washington Square
area shall be retained by the city of Phila-
delphia. No work of restoration or any
major alterations or repairs to any part of
the grounds or monuments, memorials, or
exhibits within the Washington Square area
may be undertaken by the Secretary of the
Interior until the plans for such work have
been mutually agreed to by the city of
Philadelphia (acting through its designated
agency, the Fairmount Park Commission).

“(c) Effective October 1, 1983, there is au-
thorized to be appropriated to the Secretary
of the Interior not more than $1,000,000 to
be used for brickwork and paving in the
Washington Square area, and such addition-
al sums as may be necessary to operate and
maintain the Washington 8quare area.

‘¢d) The Secretary shall appoint a three
member commission to recommend to the
Congress an appropriate monument or me-
morial to honor the unknown dead of the
American Revolution. Membership on such
commission shall consist of (1) a representa-
tive of the National Park Service, (2) a rep-
resentative of the city of Philadelphia, and
(3) a representative of the public, agreed to
by the city of Philadelphia. Members shall
serve on the Commission without compensa-
tion. Among the memorials to be considered
‘by the Commission should be an Honor
Guard of the Armed Services of the United
States. The National Park Service is author-
ized to provide reasonable and necessary
secretarial and clerical support for thhe Com-
mission.”.

r. TSONGAS (for himself
r. NUNN):

ter Crime and Security
e, and for other purposes; to
the Committee on Small Business.
SMALL BUSINESS COMPUTER CRIME PREVENTION
ACT

® Mr. TSONGAS. Mr. President, the
bill I am introducing today, the Small
Business Computer Crime Prevention
Act, would aid in protecting America’s
small business from the growing
threat of computer crime. This bill is a
companion measure to H.R. 3075,
which has been Introduced in the
House by Hon. RON WYDEN, of
Oregon, and was reported by the
House Small Business Committee
today.

Small business is of obvious and
enormous importance to our economy.
It accounts for more than a third of
our gross national product, for virtual-
ly all of the private sector employment
growth, and for at least half of all in-
novations.

In recent months there has been
much publicity surrounding the issue
of computer crime. While the defini-
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tion of computer crime varies, it in-
volves theft of information, and unau-
thorized alteration of records, and
damage to computer systems them-
selves. Computer crime is an issue of
growing importance to the small busi-
ness community, as the use of comput-
erized accounting and management
systems becomes widespread among
small businesses eager to save costs
and improve productivity. But because
small businesses—and particularly
high technology small businesses—are
attractive targets for computer crimi-
nals, the introduction of computers
could be inhibited unless small busi-
ness can effectively secure their com-
puter systems.

Congress and the administration
have devoted considerable attention to
the issues of computer security and in-
formation management as they relate
to the opperations of the Federal Gov-
ernment. The issues arise especially
where there are national security con-
cerns.

But the phenomenon of computer
crime as it affects the small business
community has not yet been assessed.
There has been little or no study on
how computer crime specifically
harms small businesses. Yet, small
businesses are more likely to be affect-
ed by computer crime because they
have fewer resources available to pro-
tect themselves against it.

The purpose of this bill is to estab-
lish, within the Small Business Admin-
istration, the Small Business Comput-
er Crime and Security Task Force.
This task force would inquire into
computer crime committed against
small business, evaluate the technical
and legal means for preventing and
combating computer crimes, and devel-
op guidelines for enhancing the secu-
rity of computer systems in coopera-
tion with the National Bureau of
Standards. The task force would
report its findings and recommenda-
tions to the Administrator within 18
months. The bill also calls for the es-
tablishment of a resource -center to
provide information on computer
crimes and on computer security tech-
nology available to the small business
community. The resource center
would serve as a clearinghouse to
transfer computer security technology
developed for the Federal Govern-
ment.

Mr. President, in the interest of
strengthening security in an emerging
technological area of vital importance
to small business, I urge the speedy
passage of this bill. I ask unanimous
consent that the text of the bill be
printed in the Recorp in full.

There being no objection, the bill
was ordered to be printed in the
RECORD, as follows:

S. 1920

Be it enacted by the Senate and House of
Representalives of the United States of
America in Congress assembled,

CONGRESSIONAL RECORD — SENATE

SHORT TITLE

SecTION 1. This Act may be cited as the
“Small Business Computer Crime Preven-
tion Act”.

FINDINGS AND PJRPOSES

Sec. 2. (a) The Congress hereby finds
that—

(1) there is an increased dependency on,
and proliferation of, information technal-
ogy (including computers, data networks,
and other communication devices) in the
small business community;

(2) such technology has permitted and ex-
panded criminal activity against small busi-
ness concerns; and

(3) small business concerns are not always
able to protect their information technology
from computer criminals.

(b) The purposes of this Act are—

(1) to improve the management by small
business concerns of their information tech-
nology; and

(2) to encourage small business concerns
to protect such technology from criminal
activity.

COMPUTER CRIME AND SECURITY TASK FORCE

SEc. 3. Section 4(b) of the Small Business
Act (15 U.S.C. 633(b)) is amended by adding
at the end thereof the following new para-
graph:

“(3)(A) The Administrator shall, not later
than the 60 days after the effective date of
this paragraph, establish a task force to be
known as the ‘Small Business Computer
Crime and Security Task Force’.

“(B) The Task Force shall consist of the
following members:

“(i) an employee of the Small Business

. Administration, appointed by the Adminis-

trator; .

-*«ii) an employee of the Institute for Com-
puter Sciences and Technology of the De-
partment of Commerce, appointed by the
Secretary of Commerce;

“(iii) an employee of the Department of
Justice, appointed by the Attorney General;
“(iv) an employee of the Department of

Defense, appointe;i by the Secretary of De-

fense;

‘“(v) one individual, appointed by the Ad-
ministrator, who is representative of the in-
terests of the providers of computer hard-
ware to small business concerns;

“(vi) one individual, appointed by the Ad-
ministrator, who is representative of the in-
terests of the providers of computer soft-
ware to small business concerns;

*“(vii) one individual, appointed by the Ad-
ministrator, who is representative of the in-
terests of the providers of insurance to
small business concerns;

“(viii) one individual, appointed by the
Administrator, who is representative of the
interests of the providers of computer secu-
rity equipment and services to small busi-
ness concerns;

“(ix) one individual, appoined by the Ad-
ministrator, who is representative of the in-
terests of associations of small business con-
cerns, other than small business concerns
engaging in any of the activities described in
clauses (v) through (viii); and

“(x) such additional qualified individuals,
appointed by the Administrator, as the Ad-
ministrator determines to be appropriate.

“¢C) It shall be the function of the Task
Force—

‘(1) to define the nature and scope of com-
puter crimes committed against small busi-
ness concerns;

“(iD) to ascertain the effectiveness of State
legislation, and available security equip-
ment, in preventing computer crimes
against small business concerns;

‘“(iil) in cooperation with the National
Bureau of Standards, to develop guidelines
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to assist small business concerns in evaluat-
ing the security of computer systems; and

‘(iv) to make recommendations to the Ad-
ministrator with respect to the appropriate
activities of the resource center established
under paragraph (4).

‘(D) The Administrator shall designate
one of the members of the Task Force as its
chairperson. The Task Force shall meet not
less than once during each 6-month period
following the effective date of this para-
graph, at the call of its chairperson. A ma-
jority of the members of the Task Force
shall constitute a quroum.

“(E) Each member of the Task Force shall
serve without additional pay, allowances, or
benefits by reason of such service. Each
such member shall be reimbursed for actual
expenses, including travel expenses, deter-

" mined by the Administrator to have been

reasonably incurred in the course of per-
forming the functions vested in the Task
Force.

‘“(F) The Administrator shall provide, the
Task Force with such staff and office facili-
ties as the Administrator, following consul-
tation with the Task Force, considers neces-
sary to permit the Task Force to carry out
its functions under this paragraph.

“(G) The Task Force may secure directly
from any Federal agency information neces-
sary to enable the Task Force to carry out
its functions under this paragraph. Upon re-
quest of the chairperson of the Task Force,
the head of such agency shall furnish such
information to the Task Force.

“(H) Not later than 18 months after the
effective date of this paragraph, the Task
Force shall submit to the President, the Ad-
ministrator, and the Congress a detailed
report setting forth the findings of the Task
Force with respect to the matters described
in subparagraph (C) and containing such
recommendations as the Task Force deter-
mines to be appropriate. .

“(I) The Task Force shall terminate not
later than 30 days after the submission of
its report under subparagraph (H).

“(J) For purposes of this paragraph and
paragraph (4)—

“(i) the term ‘computer crime’ means—

“(I) any crime committed against a small
business concern by means of the use of a
computer; and

‘“(11) any crime involving the illegal use of,
or tampering with, a computer owned or uti-
lized by a small business concern; and

“(ii) the term ‘Task Force’ means the
Small Business Computer Crime and Secu-
rity Task Force established under subpara-
graph (A).”

COMPUTER CRIME AND SECURITY INFORMATION

Skec. 4. Section 4(b) of the Small Business
Act (15 U.S.C. 633(b)), as amended in sec-
tion 3 of this Act, is amended by adding at
the end thereof the following new para-
graph:

‘“(4)(A) The Administrator shall—

“(1) provide to small business concerns in-
formation regarding—

“(I) computer crimes committed against
small business concerns; and

“(II security for computers owned or uti-
lized by small business concerns; and

‘“(ii) provide for periodic regional forums
for small business concerns to improve the
exchange of information regarding the mat-
ters described in clause (i).

“(B) Not later than 60 days after receipt
of the report of the Task Force under para-
graph (3)(H), the Administrator shall estab-
lish as part of the Small Business Adminis-
tration a resource center that will carry out
the functions of the administrator under
subparagraph (A)(i).”.e@
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[Report No. 98-423, Part 1]

To amend the Small Business Act to establish a Small Business Computer Crime
and Security Task Force, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

May 19, 1983

Mr. WYDEN introduced the following bill; which was referred jointly to the
Committees on Small Business and the Judiciary

OcToBER 20, 1983

Additional sponsors: Mr. MiTcHELL, Mr. McGrRATH, Mr. CORRADA, Mr. GOOD-
LING, Mr. GEJDENSON, Mr. WoN PaT,  Mr. FRENzZEL, Mr. LAFALCE, Mr.
LeviN of Michigan, Mr. CONYERS, Mr. PATTERSON, Mr. RATCHFORD, Mr.
ACKERMAN, Mr. TALLON, Mr. McDADE, Mr. LUKEN, Mr. BILIRAKIS, Mr.
WiLLiams of Ohio, Mr. SMITH of New Jersey, Mr. ConTE, Mr. WEBER,

Mr. Sisisky, and Mr. BROOMFIELD.

OcTOoBER 20, 1983

Reported from the Committee on Small Business with an amendment and ordered
to be printed

[For text of introduced bill, see copy of bill as introduced on May 19, 1983]

A BILL

To amend the Small Business Act to establish a Small Business
Computer Crime and Security Task Force, and for other
purposes.

1 Be 1t enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,
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1 SHORT TITLE
2 SEcTION 1. This Act may be cited as the “Small Busi-
3 ness Computer Crime Prevention Act”’.
4 FINDINGS AND PURPOSES
5 SEc. 2. (@) The Congress hereby finds that—
6 (1) there 1s an increased dependency on, and pro-
7 liferation of, information technology (including comput-
8 ers, data networks, and other communication devices)
9 in the small business community;
10 (2) such technology has permitted and expanded
11 criminal activity against small business concerns; and
12 (3) small business concerns are not always able to
13 protect their information technology from the computer
14 criminals.
15 (b) The purposes of this Act are—
16 (1) to vmprove the management by small business
17 concerns of their information technology; and
18 (2) to encourage such business concerns to protect
19 such technology from criminal activity.
20 COMPUTER CRIME AND SECURITY TASK FORCE
21 SEc. 3. Section 4(b) of the Small Business Act (15

22 U.S.C. 633(b)) is amended by adding at the end thereof the
23 following new paragraph:

24 “(3)(4) The Admimistrator shall, not later than sizty
25 days after the effective date of this paragraph, establish a
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1 task force to be known as the ‘Small Business Computer

2 Crime and Security Task Force’.

3 “‘B) The Task Force shall consist of the following
4 members:
5 “(1) an employee of the Small Business Adminis-
6 tration, appointed by the Administrator;
7 “i1) an employee of the Institute of Computer
8 Sciences and Technology of the Department of Com-
9 merce, appointed by the Secretary of Commerce;
10 “(iii) an employee of the Department of Justice,
11 appointed by the Attorney General;
12 “(iv) an employee of the Department of Defense,
13 appointed by the Secretary of Defense;
14 “(v) one individual, appointed by the Administra-
15 tor, who s representative of the interests of the provid-
16 ers of computer hardware to small business concerns;
17 “(i) one individual, appointed by the Adminis-
18 trator, who is representative of the interests of the pro-
19 viders of computer software to small business concerns;
20 “(vii) one individual, appointed by the Adminis-
21 trator, who is representative of the interests of the pro-
22 viders of insurance to small business concerns,
23 “(viii) one individual, appointed by the Adminis-
24 trator, who is representative of the interests of the pro-
HR 3075 RH
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1 viders of computer security equipment and services to
2 small business concerns;
3 “@ix) one individual, appointed by the Adminis-
4 trator, who 1is representative of the interests of associ-
5 ations of small business concerns, other than small
6 business concerns engaging in any of the activities de-
7 scribed in clauses (v) through (viii); and
8 “(x) such additional qualified individuals, ap-
9 pointed by the Administrator, as the Administrator de-
10 termines to be appropriate.
11 “(C) It shall be the function of the Task Force—
12 “@) to define the nature and scope of computer
13 crimes committed against small business concerns;
14 “(w) to ascertain the effectiveness of State legisla-
15 tion, and available security equipment, in preventing
16 computer crimes against small business concerns;
17 “(y) in cooperation with the National Bureau of
18 Standards, to develop guidelines to assists small busi-
19 ness concerns in evaluating the security of computer
20 systems; and
21 “(iv) to make recommendations to the Administra-
22 tor with respect to the appropriate activities of the re-
23 source center established under paragraph (4).
24 “(D) The Administrator shall designate one of the mem-

25 bers of the Task Force as its chairperson. The Task Force
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Approved For Release 2008/10/27 : CIA-RDP95B00895R000200040002-8



Approved For Release 2008/10/27 : CIA-RDP95B00895R000200040002-8

W O -1 O N b W N e

BN DN N NN DN ke e e md pd ek ek ped ped
Ot = W DN = O W O =3 O O b W N = O

5

shall meet not less than once during each siz-month period
following the effective date of this paragraph, at the call of its
chairperson. A majority of the members of the Task Force
shall constitute a quorum.

“CE) Each member of the Task Force shall serve with-
out additional pay, allowances, or benefits by reason of such
service. To the extent and in the amounts provided in ad-
vance 1n appropriations Acts, each such member shall be re-
imbursed for actual expenses, including travel expenses, de-
termined by the Administrator to have been resaonably in-
curred in the course of performing the functions vested in the
Task Force.

“(F) The Administrator shall provide the Task Force
with such staff and office facilities as the Administrator, fol-
lowing consultation with the Task Force, considers necessary
to permit the Task Force to carry out its functions under this
paragraph.

“4G) The Task Force may secure directly from any
Federal agency information necessary to enable the Task
Force to carry out its functions under this paragraph. Upon
request of the chairperson of the Task Force, the head of such
agency shall furnish such information to the Task Force.

“(H) Not later than eighteen months after the effective
date of this paragraph, the Task Force shall submit to the

President, the Administrator, and the Congress a detailed
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report setting forth the findings of the Task Force with re-
spect to the matters described in subparagraph (C) and con-
tatning such recommendations as the Task Force determines
to be appropriate.

“(I) The Task Force shall terminate not later than
thirty days after the submission of its report under subpara-
graph (H). |

“J) For purposes of this paragraph and paragraph
(49—

© W a1 O Ot B W N

.
<

“(i) the term ‘computer crime’ means—

[a—y
[a—y

“(I) any crime commatted against a small

—
Do

business concern by means of the use of a comput-

[y
S\

er; and

-y
N

“(I1) any crime involving the illegal use of,

p—t
914

or tampering with, a computer owned or utilized

[
(o]

by a small business concern; and

[—y
-1

“G1) the term ‘Task Force’ means the Small

p—d
a0

Business Computer Crime and Security Task Force

[u——y
Ne)

established under subparagraph (4).”.

[\
-

COMPUTER CRIME AND SECURITY INFORMATION
SEc. 4. Section 4(b) of the Small Business Act (15
U.S8.C. 633()), as amended in section 3 of this Act, 1s

N N N
O DN

amended by adding at the end thereof the following new para-

o
~

graph:
“t4)(4) The Administrator shall—

o
Ot
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“() provide to small business concerns informa-
tion regarding—
“(I) computer crimes committed against
small business concerns; and
“(11) security for computers owned or uti-
lized by small business concerns; and
“(1t) provide for periodic regional forums for
small business concerns to improve the exchange of in-
formation regarding the matters described in clause (i).
“(B) Not later than sixty days after receipt of the report
of the Task Force under paragraph (3)(H), the Administrator
shall establish as part of the Small Business Administration
a resource center that will carry out the functions of the Ad-
ministrator under subparagraph (4)(i).”
O
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18T SESSION ° 1 920

To amend the Small Business Act to establish a Small Business Computer Crime
and Security Task Force, and for other purposes.

IN THE SENATE OF THE UNITED STATES

OcTOBER 4 (legislative day, OcTOBER 3), 1983

Mr. TsoNGaAs (for himself and Mr. NUNN) introduced the following bill; which was
read twice and referred to the Committee on Small Business

A BILL

To amend the Small Business Act to establish a Small Business
Computer Crime and Security Task Force, and for other
purposes.

1 Be 1t enacted by the Senate and House of Representa-
twes of the United States of America in Congress assembled,
SHORT TITLE

SecTION 1. This Act may be cited as the ‘“Small Busi-
FINDINGS AND PURPOSES

SEc. 2. (a) The Congress hereby finds that—

2
3
4
5 ness Computer Crime Prevention Act’.
6
7
8 (1) there is an increased dependency on, and pro-
9

liferation of, information technology (including comput-
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ers, data networks, and other communication devices)
in the small business community;

(2) such technology has permitted and expanded
criminal activity against small business concerns; and

(3) small business concerns are not always able to
protect their information technology from computer
criminals.
(b) The purposes of this Act are—

(1) to improve the management by small business
concerns of their information technology; and

(2) to encourage small business concerns to pro-
tect such technology from criminal activity.

COMPUTER CRIME AND SECURITY TASK FORCE

SEC. 3. Section 4(b) of the Small Business Act (15

U.S.C. 633(b)) is amended by adding at the end thereof the

following new paragraph:

“(3(A) The Administrator shall, not later than sixty

days after the effective date of this paragraph, establish a
task force to be known as the Small Business Computer

Crime and Security Task Force.

“(B) The task force shall consist of the following

members:

“(1) an employee of Small Business Administra-

tion, appointed by the Administrator;

S 1920 IS
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“(i) an employee of the Institute for Computer
Sciences and Technology of the Department of Com-
merce, appointed by the Secretary of Commerce;

“(iii) an employee of the Department of Justice,
appointed by the Attorney General;

“(iv) an employee of the Department of Defense,
appointed by the Secretary of Defense;

“(v) one individual, appointed by the Administra-
tor, who is representative of the interests of the provid-
ers of computer hardware to small business concerns;

“(vi) one individual, appointed by the Administra-
tor, who is representative of the interests of the provid-
ers of computer software to small business concerns;

“(vii) one individual, appointed by the Administra-
tor, who is representative of the interests of the provid-
ers of insurance to small business concerns;

“(vill) one individual, appointed by the Adminis-
trator, who is representative of the interests of the pro-
viders of computer security equipment and services to
small business concerns;

“(ix) one individual, appointed by the Administra-
tor, who is representative of the interests of associ-
ations of small business concerns, other than small
business concerns engaging in any of the activities de-

scribed in clauses (v) through (viii); and

S 1920 IS
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1 “(x) such additional qualified individuals, appoint-
2 ed by the Administrator, as the Administrator deter-
3 mines to be appropriate.
4 “(C) It shall be the function of the task force—
5 “@) to define the nature and scope of computer
6 crimes committed against small business concerns;
7 “(i1) to ascertain the effectiveness of State legisla-
8 tion, and available security equipment, in preventing
9 computer crimes against small business concerns;
10 “(iii) in cooperation with the National Bureau of
11 Standards, to develop guidelines to assist small busi-
12 ness concerns in evaluating the security of computer
13 systems; and
14 “(iv) to make recommendations to the Administra-
15 tor with respect to the appropriate activities of the re-
16 source center established under paragraph (4).
17 “(D) The Administrator shall designate one of the mem-
18 bers of the task force as its chairperson. The task force shall
19 meet not less than once during each six-month period follow-
20 ing the effective date of this paragraph, at the call of its
21 chairperson. A majority of the members of the task force
22 shall constitute a quorum.
23 “(E) Each member of the task force shall serve without
24 additional pay, allowances, or benefits by reason of such
25 service. Each such member shall be reimbursed for actual

S 1920 IS
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expenses, including travel expenses, determined by the Ad-
ministrator to have been reasonably incurred in the course of
performing the functions vested in the task force.

“(F) The Administrator shall provide the task force with
such staff and office facilities as the Administrator, following
consultation with the task force, considers necessary to
permit the task force to carry out its functions under this
paragraph.

“(G) The task force may secure directly from any Fed-
eral agency information necessary to enable the task force to
carry out its functions under this paragraph. Upon request of
the chairperson of the task force, the head of such agency
shall furnish such information to the task force.

“(H) Not later than eighteen months after the effective
date of this paragraph, the task force shall submit to the
President, the Administrator, and the Congress a detailed
report setting forth the findings of the task force with respect
to the matters described in subparagraph (C) and containing
such recommendations as the task force determines to be ap-
propriate.

“(I) The task force shall terminate not later than thirty
days after the submission of its report under subparagraph
(H).

“(J) For purposes of this paragraph and paragraph (4)—

“(1) the term ‘computer crime’ means—

S 1920 IS
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“(I) any crime committed against a small
business concern by means of the use of a com-
puter; and

“(II) any crime involving the illegal use of,
or tampering with, a computer owned or utilized
by a small business concern; and
“(i1) the term ‘task force’ means the Small Busi-

ness Computer Crime and Security Task Force estab-
lished under subparagraph (A).”.
COMPUTER CRIME AND SECURITY INFORMATION

SEC. 4. Section 4(b) of the Small Business Act (15

U.S.C. 633(b)), as amended in section 3 of this Act, is

amended by adding at the end thereof the following new

paragraph:

“(4)(A) The Administrator shall—
“(1) provide to small business concerns information
regarding—
“(D) computer crimes committed against
small business concerns; and
“(II) security for computers owned or uti-
lized by small business concerns; and
“(11) provide for periodic regional forums for small
business concerns to improve the exchange of informa-

tion regarding the matters described in clause ().
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“(B) Not later than sixty days after receipt of the report
of the task force under paragraph (3)(H), the Administrator
shall establish a part of the Small Business Administration a

resource center that will carry out the functions of the Ad-

St B~ W N

ministrator under subparagraph (A)@).”.

O
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